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Abstract– Fourth generation mobile communication systems are 
characterized by heterogeneous access networks and IP-based 
transport technologies. Different access technologies give users 
great flexibility in choosing services, which can be different in 
QoS support, business models, and service providers. Realization 
of seamless handovers to the best network section while consider-
ing QoS and AAAC (Authentication, Authorization, Accounting 
and Charging) calls not only for seamless handover protocols, but 
also intelligent handover decision strategies. The contribution of 
this paper is the design of a handover decision strategy in mobile 
All-IP networks to support seamless handover scenarios. Methods 
have been proposed to obtain QoS and AAAC information from 
candidate networks with minimum signalling overhead. New 
handover algorithms for wireless local area networks (WLANs) 
are also presented and evaluated with simulation results.

I. INTRODUCTION

It is widely believed that IP will be the final means to inte-
grate access networks of all technologies, wireless or wired in 
fourth generation (4G) mobile networks. The migration from 
traditional circuit switched networks towards a packet based 
wireless heterogeneous IP networks provides users great flexi-
bility in choosing services, and also provokes a big pressure in 
both the network and mobile terminal design. 

Such a 4G network architecture is currently being developed 
by the IST project Mobility and Differentiated Services in a 
Future IP Network (Moby Dick) [1]. This architecture includes 
the elements as shown in Fig. 1. Mobile end-systems are 
equipped with interfaces of W-CDMA (UMTS-TDD), WLAN 
(802.11b), and fixed networks (Ethernet). Access routers pro-
vide interfaces between the wireless and the wired core-net-
work, and are enriched with enhanced IP capabilities. Network 
management servers are in the fixed network used for mobility 
management, QoS, security and paging issues, such as AAAC 
servers, QoS brokers, and Paging agents. The whole architec-
ture is based on IPv6 exploiting all IPv6 specific support for IP 
based mobility management. 

Fast Handovers, as described in [3] with some enhance-
ments and context transfer techniques are used to provide 
seamless handovers. To provide QoS, the DiffServ model is 
adopted because of its high scalability and reduced signalling 
overhead. The association of DiffServ principles with the use 

of QoS Brokers controlling a QoS domain provides a large-
scale support for QoS. The AAAC support is based on the 
IRTF AAA Architecture [4] and enriched with auditing, meter-
ing and charging mechanisms. 

A user profile stipulating various classes of services pro-
vided in different administrative domains and corresponding 
service prices are stored in the user’s home network. Real-time 
services with quality comparable to traditional cellular net-
works should be generally accessible regardless of the technol-
ogy and the access network and uninterrupted during a 
handover. 

Such a heterogeneous system poses challenges in the hando-
ver design. These challenges come from the integration of the 
seamless handover with QoS support in an IP network while 
considering AAAC, and becomes more complicated if a poten-
tial large number of candidate networks are considered. This 
paper aims to design a handover decision strategy, that does 
not only provide users with the optimal network with minimum 
influence on the application, but also efficiently uses network 
resources. 

The remainder of this paper is organised as follows: in 
Chapter II, handovers are classified, followed by the strategy 
as introduced in Chapter III. New handover algorithms for 
WLANs are introduced in Chapter IV. 

Fig. 1:  Moby Dick network architecture
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II. HANDOVER CLASSIFICATION

A. Mobile-controlled versus Mobile-assisted

Mobile-assisted handovers are used in 2G and 3G wireless 
networks [5], where mobile terminals send the measurement 
report to the network, and the network makes the handover 
decision. Handovers are usually carried out within an adminis-
trative domain, considering only one technology, and work 
efficiently in circuit switched networks. However, in IP-based 
heterogeneous networks, mobile-assisted handovers have some 
disadvantages.

Mobile-assisted handovers have disadvantages in case of 
inter-domain handovers. In principle, a security association 
(SA) is required between the communication partners in IP net-
works. This SA can be taken for granted within an administra-
tive domain, but to establish it between different domains is 
not a trivial issue. Even if security associations between 
domains are established, the service profiles of a mobile user 
indicating the subscribed services can be different in different 
administrative domains. E.g. a user can have a certain service 
of premium class in domain A, but it does not entitle him to 
have the same service in domain B. When a handover is 
required between domains, the AAA information is usually not 
valid in the new domain and has to be refreshed from the home 
network of the user, which will complicate the overall signal-
ling design and increase the handover latency. The technical 
difficulties also arise from the increased complexity in network 
entities if numerous handover decision criteria with divergent 
user preferences have to be considered. Mobile-assisted hando-
vers also have operational difficulties. In order to find an opti-
mal network for a user, user preferences have to be considered, 
such as service prices in different domains and personal prefer-
ences. User preferences need to be sent to the network by sig-
nalling over the air, which increases the signalling overhead in 
the air, and also induces latency. Moreover, a user may be 
unwilling to disclose such information to the network, and 
potentially does not trust the current network to find a cheaper 
network from its competitors. In addition, the competition 
between service providers may prevent a service provider from 
giving the business away to its competitors. 

Regarding the disadvantages of mobile-assisted handovers, 
in this paper, we only consider mobile-controlled handovers, 
i.e. the mobile conducts the initiation and control of a hando-
ver. This strategy is more flexible and reduces the overall com-
plexity in the network. However, mobile-controlled handovers 
require networks to disclose some network capability informa-
tion to mobile terminals in order to choose optimal networks. 
Information such as bandwidth and capabilities to support cer-
tain services is transparent to mobile users in 2G and 3G net-
works. Whether network providers are willing to give users 
these information in 4G networks and how to properly protect 
these information are beyond the scope of this paper.

B. Handover Initiation and Decision Criteria

Handovers in 4G mobile networks are not only carried out in 
order to maintain a connection, but also to provide users better 
services and to meet individual requirements. A mobile termi-
nal should make a handover decision based on user preferences 
automatically, and also allow a user to manually intercept the 
handover decision if desired. 

In principle, handovers can be categorised as imperative and 
alternative handovers according to initiation reasons. Hando-
vers due to low link quality are imperative, because both the 
handover decision and execution have to be done fast in order 
to keep on-going connections. Primarily, the received signal 
strength (RSS) measured from the access point and neighbour-
ing access points are used for handover decisions, other criteria 
are also used, such as carrier to interference ratio (CIR), signal-
to-interference ratio (SIR), bit error rate (BER), etc. [10]. 
Handovers, which are used to provide a user with better per-
formance or to meet a particular preference, can be considered 
as alternative handovers, as shown in Fig. 2. These handovers 
can tolerate longer handover latency, and can be sub-divided 
into QoS related handovers, and AAA related handovers. E.g., 
a user might require more bandwidth to speed up a data trans-
fer, or need a cheaper network to reduce the service cost.

Based on the duration of the validity of the information, 
these criteria can be further sub-divided into static and 
dynamic information. E.g., AAA information, such as the net-
work domain, user service profile in a network and business 
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model can be considered as static, which can be buffered or 
acquired before the handover. However, QoS information, 
such as the SNR, BER and the available bandwidth are very 
dynamic, and have to be updated continually, which implies 
hard timely constraints on signalling.

In order to make a handover decision that meets the respec-
tive handover requirements, certain information from candi-
date networks have to be retrieved. There are many criteria that 
can be used for handover decisions. Usually, it makes sense to 
combine one or more criteria for handover decisions. There-
fore, in this paper, we consider the RSS/SIR, the available 
bandwidth, and the user profile for handover decisions. Moreo-
ver, application requirements play an important role in hando-
ver decisions, e.g., handovers for real time or high priority 
services need to be made seamless, which can only be sup-
ported within a domain or between different technologies [9].

III. HANDOVER DECISION STRATEGY

In the following, we introduce a new handover decision 
strategy, whose key point is to obtain the candidate networks 
information. 

A. Pre-selection for Handover Measurements

In 2G and 3G networks, handover measurements are con-
trolled by the network. In UMTS system, prior to handover 
decisions, neighbouring cell parameters, such as frequencies 
and scrambling codes, which are needed for the quick determi-
nation of neighbouring cells, are sent to the mobile terminal by 
UTRAN/RNC [7]. Without prior knowledge, a mobile terminal 
has to scan channels in different frequencies to find an corre-
sponding access point as foreseen in 802.11b WLAN. Tests 
have shown that scanning 13 channels in 802.11b WLAN takes 
up over 400ms, which accounts for most of the layer two (L2) 
handover latency. In principle, a mobile terminal can query the 
current access point to provide such information to assist 
handover measurements. However, promptly providing such 
information upon user requests sounds not practical if the 
information for a large number of access points is needed. This 
invokes the need to notify mobile terminals the potential serv-
ice points’ parameters prior to the handover process. The 
proper selection of networks for handover measurements from 
a potentially large number of neighbouring cells can reduce the 
amount of handover measurements and the decision complex-
ity, which in turn lowers the battery drain. 

We suggest the following pre-selection scenario: After the 
authentication of a user, the local AAA server sends the user a 
neighbouring cell list including physical parameters, adminis-
trative domains, cell identifiers, IP addresses and IP prefixes. 
With these parameters, the user can easily measure the neigh-
bouring cells upon a handover request, and configure care-of-
addresses (CoAs) for Mobile IP [2] if needed. The list can be 
sent as a value-added location based service provided by the 
UMTS system [8] to assist seamless handovers. If the size of 
the list is too large for cellular systems, it can be divided into 
small packets and transmitted after the registration process 

within a certain period of time. This is based on the assumption 
that a mobile user might not request a handover right after the 
registration. Alternatively, only the list of neighbouring cells in 
the immediate adjacent of a user is sent upon registration based 
on the location information, and it is refreshed when the user 
moves to a new location. 

The advantage of this scenario is that it saves the uplink sig-
nalling from handover measurements. In the downlink, clearly, 
the more handovers requested by the users, the higher benefit 
in saving the bandwidth this scenario has. Mobile users can 
also easily authenticate cells during the measurement process 
and filter out the cells, which do not belong to their service 
providers. This is very important in finding access points, 
which are operating in the free frequency bands.

Here, an example is given showing how the pre-selection is 
accomplished based on handover requirements and the neigh-
bouring cell list, which results in a significant reduction in the 
amount of the candidate networks to be measured. Suppose a 
mobile user has service contracts with three service providers: 
A, B and C, each providing the user with certain kinds of serv-
ices from WCDMA and WLAN cells with different prices. The 
service profile and security association between the service 
providers are shown in Table 1, which is available in the home 
network and also stored in the mobile terminal. 

Assume that in a certain area, each provider has two 
WCDMA cells and two WLAN cells denoted as AC1, AC2, 
BC1, BC2, CC1, CC2, AL1, AL2, BL1, BL2, CL1, and CL2. If 
the mobile user is moving out from the cell BC1 with an on-
going voice call, an imperative seamless handover from BC1 
to other cells has to be made. Usually it does not make sense to 
handover to a WLAN cell to continue a connection, so in the 
final selection, only B2 and C1 and C2 are suitable. If the user 
has a streaming video application in BC1 and is looking for a 
cheaper network, a seamless handover is also needed. Consid-
ering the allowed service and the price, only A, BL1 and BL2 
are applicable, furthermore, cells from A are eliminated 
because seamless handovers are not possible. The selection 
results are listed in Table 2.

Provider Services Price Security 

A voice, video low no

B voice, video medium C

C voice high B

Table 1:  Service profile and security association

Type Services Price Seamless 

Voice A, B, C not considered B2, C1, C2

Video A, B A, BL1, BL2 BL1, BL2

Table 2:  Handover pre-selection



B. Candidate Network Capability Discovery

Usually, measurements of neighbouring cells provide a 
mobile terminal with cell identifiers and the signal strength, on 
which L2 handovers are based. In an IP-based network, net-
work prefixes of Access Routers (ARs) are needed for a mobile 
terminal to configure the CoA. Using standard methods from 
Mobile IP [2] to configure the CoA can easily take several sec-
onds. With the registration scenario mentioned above, a mobile 
terminal can compare the cell identifier with the neighbouring 
cell list obtained upon registration and get the IP prefix. The 
CoA can be acquired by using stateless auto configuration 
avoiding Duplicate Address Detection, as mentioned in [9]. An 
alternative way to speed up CoA configuration is to embed IP 
addresses and prefixes in L2 broadcast. In 802.11b WLANs, 
the typical beacon interval is around 100ms, if 32 bytes AR 
IPv6 address and prefix are sent with each beacon in a 2Mbps 
date rate network, the overhead is only about 0.2%. In 
WCDMA, each cell has a 30kbps broadcast channel which 
neighbouring cells can listen to. If 32 bytes IPv6 address and 
prefix are broadcast every measurement interval 200ms [7], the 
corresponding bit rate is only 1.28kpbs. 

As mentioned previously, static information from candidate 
networks can be acquired prior to the handover process. How-
ever, dynamic candidate network information, such as QoS 
capabilities in a new network has to be obtained in real time. 
IETF Seamoby working group has provided a Candidate 
Access Router Discovery (CARD) protocol [6], where a 
mobile terminal can perform CARD direct with a new access 
router if it can simultaneously connect to the new and old 
access router. However, performing CARD directly with the 
new access router requires a mobile terminal to configure a 
new CoA and make registration in the new network, which 
takes a lot of time. Moreover, if there are two new candidate 
networks of the same technology, the mobile can only connect 
to them in sequence, and the information retrieved from the 
first network will be obsolete for the handover decision. 

Retrieving capability information from candidate networks 
via the current AR has scalability problems, because ARs, 
AAA and QoS servers would be very busy handling CARD 
requests, and the load in air also suffers from the required sig-
nalling overhead. In addition, the security association between 
ARs in different domains is required in order to perform 
CARD, which is extremely difficult if it is needed between 
each pair of ARs in different domains. An easy solution for the 
security association is to establish security associations only 
between AAA servers belonging to one domain, and the 
CARD is transferred between AAA servers. However, this 
approach will complicate the CARD signalling.

Even if the security association is established between ARs 
in different domains, the difference in the user profile between 
domains can hinder the CARD process, which is outlined in 
Fig. 3. Suppose a mobile terminal (MT) connecting to the old 
AR (oAR), which the MT is about to leave, needs the capabil-
ity information from the new AR (nAR1) in the same domain, 

and an additional new AR (nAR2) in a different domain. 
Within a domain, the oAR can transfer the user profile in the 
CARD request to nAR1, and nAR1 needs only to check the 
QoS capability. But the user profile in the oAR is not valid in 
nAR2, and the new user profile has to be retrieved from the 
user’s home network (HA), which will delay the whole CARD 
process.

We assume that the air interface is the bottleneck of the 
wireless network and suggest use L2 broadcast to assist QoS 
capability retrieving from candidate networks. The available 
capacity of a cell is embedded in L2 broadcast, from which, a 
mobile user can calculate if the cell has enough capability to 
support a required application. E.g. in UMTS, admission con-
trol can be based on throughput [7]. A new requesting user is 
admitted if the calculated load does not exceed a pre-defined 
threshold. The load difference due a new request can be calcu-
lated by (1):

(1)

where W is the chip rate, R is the bit rate of the application, 
 is the assumed energy per user bit divided by noise 

spectral density, and v is the assumed voice activity. For a cer-
tain application, a user can deduce the load increase in a cell 
and calculate if he can be admitted based on the load of the 
new cell. In principle, if the network and the mobile terminal 
use the same algorithm and the mobile terminal is provided 
with the accurate information, they should have the same result 
for admission control. 

C. Candidate Network Selection

Based on the acquired information, candidate networks are 
checked against the criteria, if there are more than one net-
works which satisfy the handover requirements, a selection has 
to be made to choose the best one. All the handover decision 
criteria from the candidate networks can be weighted, or fuzzy 
logic can be adopted to combine the different criteria to find 
the best network [11].

Fig. 3:  CARD signaling
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IV. HANDOVERS IN WLAN

A short latency in the handover decision is beneficial in 
handovers from a cell in the cellular network to a WLAN cell 
and also the other way round, in order to take advantage of the 
large bandwidth and the expected low price in WLAN, and 
also to avoid dropping a connection. The handover decision in 
WLAN is based on the received signal strength (RSS) of bea-
cons from the access points [10], which necessitate a thorough 
understanding of the characteristics of the RSS of WLAN bea-
cons. Measurements of the RSS of beacons show that the RSS 
has dramatic variations from the average value. Based on the 
theoretical analysis and corroborated by the measurement data, 
the RSS variation from average power can be modelled as cor-
related Gamma random variables [12]. 

A new handover decision algorithm is designed based on 
Linear Regression, which is a statistical method often used to 
make predictions about a signal value from sample data. When 
the RSS from the current access point drops below a threshold, 
the linear regression is started to calculate the trend of the RSS 
for both the current and new access points for a minimum time 
T. The handover is made when the predicted RSS of the new 
access point is greater than that of the old access point over a 
hysteresis margin.

Simulations of simple direct movements with constant speed 
have been carried out for the gentle path loss environment and 
the movement around a corner. The handover decision using 
the regression algorithm are compared with decisions using the 
traditional hysteresis algorithm [5]. To avoid inaccurate deci-
sion using the traditional hysteresis algorithm, moving average 
from previous sample data received within time T and a first-
order low-pass filer with the weighting factor b are used to 
remove the rapid variation in the RSS. A handover is success-
ful if it is only executed once during a movement, and only 
handovers with success probability greater than 99% are con-
sidered. The handover decision latency relative to the theoreti-
cal handover time in the gentle path loss environment is plotted 

in Fig. 4, which shows that the regression algorithm requires 
less decision time than the hysteresis algorithm using moving 
average and first-order low-pass filter. However, for handovers 
around a corner, the hysteresis algorithm with first-order low-
pass filter is preferred, because it has low latency compared 
with the moving average and the regression algorithm. 

The combination of the regression algorithm and the algo-
rithm using the first-order low-pass filer with hysteresis margin 
can be used for WLAN handovers. A handover is carried out 
when either of the algorithms indicates that a handover is nec-
essary, which can reduce handover latency in the gentle path 
loss environment and also avoid dropping a connection when a 
mobile user moves around a corner.

V. CONCLUSIONS

This paper outlines a handover strategy for 4G wireless net-
works. Handovers are classified as imperative and alternative 
handovers, and decision criteria are classified as static and 
dynamic information. Pre-selection of candidate networks can 
significantly reduce the number of networks to be measured. 
Acquiring candidate network capability information can be 
carried out with the help of L2 broadcast, which simplify the 
signalling. In the end, a new handover algorithm using the lin-
ear regression is presented in order to reduce the handover 
latency in WLAN. 
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